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Abstract

Online schooling has become more and more popular during recent years due to
COVID-19. It allows teaching to continue without in-person contacts. A prominent issue with
online schooling is teachers are unable to oversee students’ behavior during class as they
would in-person. It has been known that many students tend to lose attention. This can make
online schooling less effective, causing it to yield worse results than in-person schooling. In
order to tackle this issue, this paper outlines a tool that has been developed to monitor
children’s mouse and keyboard movements during online classes and analyze the data with
artificial intelligence to ensure students are focused in class. For example, if the students are
typing and clicking their mouse frequently, then there is a higher possibility the student is not
focused because frequent keyboard and mouse movements might indicate they are chatting
with friends or playing games; on the other hand, if they are attentive in class, there would be

less keyboard and mouse movements, as they should be taking notes.



Introduction

Online education has become a second method of teaching as it grew in popularity during
the pandemic. Remote learning has also been beneficial for international students, and for classes
to reach a wider range of people. During the pandemic, school has been switched to remote and
students have less of an incentive to pay attention in class, as there is not a teacher to constantly
check on their behavior. This can cause students to learn less and get bad grades. This
monitoring tool will send notifications to teachers and parents if their students are not focused,
which can assist the teachers’ and students can also learn more effectively. The monitor tool has
three ends: the student software, an analysis server, and the teacher and parent mobile app. The
student software will track the user’s mouse and keyboard movements, and send them to our
realtime database form Firebase. The analysis server will analyze the data with Al, and then send
the results to the parents and teachers. The AI’s job is to determine whether the student is
attentive or not. The mobile app will receive the results from the Al and send a notification to the

teachers and parents if the students are not focused.

There are not many mouse and keyboard tracking apps to monitor students yet, but many
teachers have tried other methods to help make sure students are paying attention. Some teachers
try to use some methods to make sure the students are paying attention. One common method is
to have students open their cameras. In many online classes, we often hear teachers say, “Please
turn on your cameras.” While this method can help the teachers see if the student is present at the
class, it is hard to tell the teachers the students are not doing something else on their screen. A
tool teachers’ often utilize is to have students share their screens of what they are working on to

the teachers so that they can check that the students are actually working. This method is more



effective, but the students can always revert back to doing something else after they have stopped
sharing their screen. To ensure students are paying attention, teachers also try to interact with
students frequently in order to make sure they are focused on the class. For example, the teacher
can ask a lot of questions to students so that the students have to pay attention to the class in
order to answer them. The problem with this is that it gives the teacher more work as they have
to continuously check if the student is listening in class, and it is difficult for the teacher to take

care of all the students in the class.

In this paper, we follow the same goal of trying to find a way to make sure students are
being attentive in class. Our goal is to eliminate the issues with current methods and tools that
were created and used to help students be more productive. The tool that we have will track the
student’s keyboard and mouse activity. Their activity will continuously upload the student’s
mouse and keyboard movements to the database. The system will provide a notification of its
analysis of the student’s behavior immediately to the teacher and parents as soon as the Al
detects that the student is frequently typing or clicking, which can be a sign that the student is not
focused. This minimizes the issue of teachers having to constantly check on a student to ensure
their students are paying attention, as this device will instead send a notification to the teacher if
a student seems to not pay attention. This allows teachers to focus on the lesson plan they had
planned. The issue of unable to see what the students are doing behind their screen is also
avoided because the tool doesn’t necessarily need their screen to determine; all it needs is just the
students’ movement. If the student is performing activities on their device that is not needed,
their movements will be analyzed and will show that the student is not focused in class.

1) TODO: How do you prove your results? What experiment or evaluation did you use in the
topic? [250 words]



The structure of the paper will follow 6 different sections. Section 2 will discuss how we
started the project and a brief summary of what we did to create the project. Section 3 will talk
about the challenges we met and how we solved them. Section 4 will talk about the evaluations
that were performed to check if the different components of the system are working. Section 5
will address related works to keyboard and mouse activity tracking. In the last section, the

concluding statements point out the future of the system.

Challenges:

Challenge 1 - Writing the Tracker Program

Writing the tracker codes was a challenge as there was a lot of time that was allocated into it.
First obstacle was to learn about the different packages that could have been used to track
activity through a mouse and keyboard. We had to read the documentation of pynput, which is a
library that allows us to track mouse and keyboards, and the documentation of tkinter which
allows us to create a small GUI (Graphical User Interface). Other than these two libraries, I also
had to learn about Firebase. I have never interacted with these two libraries and Firebase prior to

this project, so it was difficult for me to learn how to use them and create a big tracking program.

Challenge 2 - Linking Parent/Teacher Accounts with Student Accounts

Linking user accounts is another challenge. The system requires three different users, we created
accounts for each user; teachers, parents, and students. We needed a way to relate a user to one
another in order to send the data and analysis to the appropriate account. We first thought that we

could let parents or teachers create an account for their children and connect them by putting the



children’s user ID under the parents or teachers. But due to the restrictions in Thunkable, which
is the website we are using to create our mobile app, in Firebase, and JSON, we gave up this
idea. We then tried to use the authentication system in Firebase so that all our users’ accounts
will be stored in the Firebase authentication system; however, Thunkable didn’t like the idea and

the app crashed everytime we tried to create a student account and connect it to a parent account.

TODO: Challenge 3 - XXX (150+ words)

Methodology:

Database
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Student's
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Parent/Teacher Mobile App

Figure 1: The Structure of the System

Figure 1 represents the overall system of the tool. The first part of the system is to track

the student’s activity on the computer, which would be the student’s computer in Figure 1. We



track the student’s behavior by using the tracking program we developed. When the student logs
in, the program will start recording the position of the mouse when it moves, scrolls, and clicks.
It will also record the keys that are pressed. The computer will send these data to our realtime
database. The tracking program is made with Python, and we are using pynput as our library to
track the MnK (Mouse and Keyboard) activity. We are also using other libraries like Tkinter to

create a GUI for the program, and also the requests library to send data into our database.

The second part of the program is the Al analysis program. This program will read the
MnK data in the database, and then determine the student's level of activity. For example, if the
student is focusing on the class, then the MnK movement should not be too much. However, if
the student pressed a lot of keys, then it may indicate the student is chatting with someone. Once
an analysis is made by the Al it will send its final verdict to the parent and teacher mobile app.
The parent or teacher will get a notification if the Al believes that the student is not being

attentive.

The first component is the tracking program, which is made with Python. We used
libraries such as pynput, requests, Tkinter, and Firebase to implement this component. Pynput is
a library that allows the system to listen into the user’s keyboard and mouse activities. This
library was primarily used to grab user’s keyboard and mouse information. We first created a
Tracker class so we can make a tracker object. In the Tracker class, there are four major

functions.



on_move(

on_click(

on_scroll(

on_press( key):

Figure 2: Tracker Functions

In Figure 2, the first function will track the movement of a user’s mouse (def
on _move () ), second function listens to every click a user’s mouse does (def
on click() ), third function tracks if a user is using the scroll wheel of the mouse (def
on scroll () ), and the last function is to record if a user is pressing on their keyboard (def
on press () ).In order to keep track of the user’s activity we used Pynput. Tkinter is Python’s

library to create a simple GUI (Graphical User Interface). Figure 3 demonstrates that we created

a basic window that the user can use to start the tracking program.

dm — X
lef. check_connection():
Username
" verify user():. .|
g lef_end_tracking():
.on_closing():
Figure 3: User’s Interface Figure 4: User Interface functions

The user would either need to create an account or log into an account that was previously made
in order to start the tracking program, shown in Figure 3. Figure 4 contains the functions that we

used to create the window. We first check for internet connection which is handled using the



check connection () function, because we require the internet to upload the data onto our
database. Then, we verify the user with their user ID using the verify user () we created. If
the user is in our system, then the tracking program will start. The end tracking () function
will end the whole tracking program when the user clicks on end, and to add a safety feature we
also created the on_closing () function so that when the user directly clicks on “x” and
closes the window, the data will still be uploaded. Once the tracker system has started, the
activity of the user’s mouse and keyboard will be recorded as long as the window is still open.
When the tracking program is reading the user’s activity, it will use the requests library to upload
the data collected to our realtime database provided by Firebase. When we are uploading the

data, we need to convert our data into JSON so that Firebase can accept them.

= requests.put( url userID}/{action =json.dumps(record))

Figure 5: Converting Data to JSON
In Figure 5, there is a line of code, which was used to convert our data into JSON, in order for

the database to interpret, then send it into our database.

TODO: 4.1 Experiment 1
1. Design experiment [100 words].
a. How does your solution solve the problems?
b. experiment settings: indicate that experiment design is scientific.
i.  enough participants/sample?
i. feedback
iii. etc.
2. Show experiment results [150 words].
a. tables
b. charts/diagram

c. summary



TODO: 4.2 Experiment 2
1. Design experiment [100 words].
a. How does your solution solve the problems?
b. experiment settings: indicate that experiment design is scientific.
i.  enough participants/sample?
i. feedback
iii. etc.
2. Show experiment results [150 words].
a. tables
b. charts/diagram

C. summary

TODO: 4.3 Analysis [150 words].
Elaborate how the experiment results address the above challenges
e analyze experiment result

e prove that it reaches your expectation

Related Work:

Related work 1

The authors of this paper want to track mouse movements in order to diagnose
“technology acceptance items for students when interacting with a web-based tutoring system
during a web development course” (Tzafilkou & Protogeros, 2020), this means the author is
finding a correlation with technology and online tutoring. Despite that their ultimate goal is
different from us, we are both trying to track user mouse movements to analyze their behavior.
Other than the mouse, we also track keyboard movements to assist us in analyzing student
behavior, so that we can get more accurate results. Between the two works there are slight

differences in the developing phase. In the paper, they state that they are using JavaScript to



create their mouse tracking tool, and they integrated the program into learning platforms. We
used Python to create our tracking tool, and we are also using Al to analyze the data for us. So,

our tool is an independent application.

Related work 2

The researchers are using biometric and machine learning methods to track students’
attention and engagement. While this paper’s aim is the same as ours, their approach is a bit
different. They are using biometric methods like facial recognition, voice recognition, and eye
tracker, while we are only relying on mouse and keyboard. In their research, they noticed “
challenges arise in online classrooms, which often limit instructors to watching students' body
language in video feeds, where they cannot see, for example, distractions in the students'
environment” (Villa et al., n.d.). This led to looking for features to monitor in order to help
decrease these challenges. Though this project and the one I proposed are different, perhaps in
the future, we may add biometric features into our tool to make it even better. If we are able to
combine the differences of our projects, we can create a more powerful tool that can provide
accurate reports on students’ attention during online learning. Machine learning is something we
both have in common. We are also utilizing Al and machine learning to analyze the data we

collect.

Related work 3
The authors of this paper are tracking mouse movements, but on overseas quizzes. Their
mouse tracking system was “implemented on the Moodle learning management system and

tested on an online quiz session accessed abroad” (Purnama et al., 2020). They were also able to



record their data in real-time. Overall, their project is very similar to ours, since we are also
tracking mouse movement real-time, but our platform is a bit different. We put more focus on
online learning, especially in online classes, but it doesn’t mean that we won’t explore the area of
online quizzes and tests. Perhaps later on, we can update our tracking tool so that it can monitor
students during quizzes and tests, because it is relatively easier to cheat online. Research like this

can always bring us new ideas on how to make our program better.

Conclusion:

In this paper, we propose a monitoring tool for teachers and parents to help their children
focus during online learning. With this tool, teachers and parents no longer have to worry about
their child during online lessons because this tool will do the monitoring job for them. We will
send a notification to teachers and parents whenever the Al suspects that the student is doing

something other than listening to the lesson.

TODO: Add other components

The current limitation is that we can only track keyboard and mouse activity, and we can
only rely on these two factors to determine the student’s status. There may be some
misjudgement on the keyboard activity because sometimes chatting and taking notes can have
very similar keyboard movements. This is the same for mouse movements, because some

students will have to move their mouse when performing some tasks, or reading notes.

Another optimization problem is that this program may cause lags on some low-specification
computer, or in places with bad internet. This tool requires a strong internet connection because
it is constantly uploading data to a cloud database. During the upload, it may cause some lag on

some computers.



We can add some new features to the app. For example, we can look at the user’s camera,
and record their screen to get more accurate results. But, one problem with this is that it may
violate people’s privacy and some people don’t want this to happen. If we look at the user’s
camera, we will be able to analyze the user’s eye contact with the screen and their overall facial
expressions. If we are able to get the user’s screen, it will be even easier for us to tell the parents
and teachers whether their student is focused or not, but not necessarily everyone would like

their screen to be recorded as this may violate people’s privacy.

One way to optimize the application so it will cause less lag is to let the tracking program
upload the data less frequently, which means a bigger time gap between each upload. The first
time we tested the tracking program, which would upload data every time we move the mouse or
touch the keyboard, the program became laggy. So, we think putting more time between each

upload may reduce the lag, but at the same time it may cause less on-time notification.



